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Introduction

Cryptocurrency has been a hot topic since its emergence in thisabmarket in 2007;
and both the investors and the government canmgeloignore the continuing growth of
this decentralized finance. This cryptographic tokas promised to become a hard and
non-manipulatable money; and its advocates seduaefuvherein it will substitute fiat

money and create the first free and hard worldenay.

This virtual asset has attracted much attentiont$atechnological implication; however,
it has also raised concerns from regulatory auilesrabout the safety and soundness of
its use. Regulators see the fluctuation of itsgés very unstable and find it not suitable
as a substitute to fiat money. In addition to thhgre is a risk that it can be used to
launder money, finance terrorism, or commit othi@arice-related crimes. Foregoing
considered, several countries and internationarzgtions have issued policy initiatives

to manage the risk associated to it.

In this paper, the issuances of the different amgdions with regard to cryptocurrency
regulations will be reviewed and will be relatedth@ cryptocurrency governance and
regulation of the Philippines. Also, the hacking@ifincheck that happened in Japan in
2018 and the response of the Financial Service &4géRSAY will be used as a sample
case to identify possible regulatory approach yptocurrency-related problems. The
purpose of this study is to assess the readinette d?hilippines in relation to regulating
cryptocurrency-related transactions. Accordingljis tstudy will attempt to provide
recommendations on how the Bangko Sentral ng Ripi(BSPY could respond to the
rising demand of cryptocurrency-related transac#od the possible increase in the risk

exposure to the financial system in the Philippines

1

Cryptocurrency or Virtual Asset is a digital repentation of value that can be digitally tradedr@ansferred
and can be used for payment or investment purp&gel- (2019).

The Financial Service Agency is a Japanese gowamh agency and an integrated financial regulator
responsible for overseeing banking, securities exchange, and insurance sectors in order to erbare
stability of the financial system of Japan. wwva.0.jp

The BSP is the central monetary authority thatfion and operate as an independent and accoeriiatly
corporate in the discharge of its mandated respaitigis concerning money, banking and credit. New
Central Bank Act (R.A. 7653).



Understanding Cryptocurrency through Bitcoin

On October 2008, a document by Satoshi Namoto ccallevhitepaper was published
online. In this document, Bitcoin was introducedaadigital currency based on a specific
type of distributed ledger that solves the doulplersling problerh— a potential flaw in a

digital cash scheme. The distributed ledger is tgaian groups of transactions called
blocks, which are chained sequentially by meansrgptography, hence the name

blockchain.

In Bitcoin transaction, there are two groups oftipgrants, i.e., miners — acting as the
bookkeepers, and the users — who initiates thesaion. The transaction begins when a
user executes a transfer of fund. A user’s Bitamallet, which is a program used for
interacting with the blockchain, creates a traneacinessage that contains information
about the sender, the recipient, and the amoure &ent. This message, together with the
secret/private key, are mathematically mixed by pregram to produce a digital
signature that are then saved in a small file. Tidsis broadcasted by the wallet for
validation to other computers — called nodes. Itida#éing, the sender's account is
checked by the nodes to determine whether it miketeequirement to do the transaction,
e.g., there is enough balance to do the transfece @he transaction is validated, the file
is then stored in a Mempool (memory pool), whiclaispace for valid but unconfirmed
transactions. These transactions are then grouperers into blocks. Miners will then
compete against each other in guessing a speaifitbar or a correct hash (proof-of-
work) in order for their respective blocks to belided in the blockchain. The proof-of-
work process is similar to digging up rare numbessng complex mathematical
computation, hence called mining. Once a miner sg¢he correct hash and the block is
successfully included in the blockchain, the tratisas therein are then considered

confirmed.

It can be observed in Bitcoin transactions thatreheere transfer of funds without
intermediaries that manage the transactions. Rativery computer that participated in
the system holds a copy of the ledger and updatdabrough a clever system of

decentralized verification based on cryptograptashhfunction. Underlying this system

4

Double-spending is a potential flaw in a digitakh scheme in which the same single digital ta@nbe
spent more than once. Unlike physical cash, aaligpken consists of a digital file that can be laigted or
falsified. Banking & Insurance Journal SSRN.



are protocols that aim to align the incentives bfparticipants to enable a reliable
payment technology without a central trusted agénere are three key aspects to these
protocols, to wit:

1. There is a cost to update the ledger (blockchdihjs cost arises from the complex
mathematical computation to update it. The requitgaof-of-work”, which is a
mathematical evidence that a certain amount of coatipnal work has been done,
entails costly equipment and electricity consummptio

2. All miners and users verify all ledger updates. Sehencourages miners to include
only valid transactions, considering that miningxpensive. If any participant found
that a ledger update includes an invalid transacttowill be rejected by the network
and the miner’s rewards will be voided.

3. The protocol specifies rules to achieve a consensuthe order of updates to the
ledger. An example of this is the rule that if #herre two distinct blockchain with
conflicting transaction history, the longest blamkthe one with the most work put
into it will be considered valid. This rule is geaky creating an incentive for
individual miners to follow the computing majorityf all other miner when they
implement updates.

With these key aspects, fraudulent entry in cryptency has been made very costly for
individual. A successful double-spend attack magune a substantial share of the
computing power of the whole mining community (tgbuthis may still be possible).
Conversely, quoting the original Bitcoin white pgpe cryptocurrency can overcome the
double-spending problem in a decentralized way drillgonest nodes control a majority

of [computing] power”. BIS Annual Report (2018)

International Cryptocurrency Regulatory Initiativeesd other Issuances

The Blockchain technology and cryptocurrency haffered technological implication

and a promising future. However, these technoldgicilvancement carries unresolved
guestions regarding how it will fit to existing @rhational and domestic laws and
regulations. Further, there are uncertainties wétpard to its safety and soundness of
operation. For example, the swing of cryptocurremalue, i.e., the crazy increase in its

price followed by a sudden dip, is an obvious iathc of its instability. Aside from that,
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there were also reports of hacking of digital wisllend threats of money laundering and
terrorist financing. These instability and irregitha posed concern, not just to investors
and regulators, but to the public as well. For ¢hgpto industry to be accepted by the
public and become part of the people’s daily live$evel of reasonable and responsible
regulation should be embraced. Despite being imilgrenregulated, it cannot be denied
that it is necessary for regulation to establigtafe, fair and reliable market condition in

order for the industry to grow.

At the national level, authorities have taken défg approaches and types of actions to
address cryptocurrency issues. The differencehénrégulation reflected the different

market development and related legal and reguldtarngework in these nations.

The Financial Stability Board (FSB) on May 2019 lshed a report on the global work
in progress about regulatory and supervisory ampr@sto cryptocurrency. According to
the said report, Standard-setting bodies and oth&rnational organizations were
working on initiatives to address crypto-relatesuiss. The Financial Action Task Force
(FATF) adopted changes to its Recommendations plicitky clarify that the rules also
apply to financial activities involving virtual asts. The amended FATF
Recommendation 15 requires that virtual asset erproviders be regulated for anti-
money laundering and combating the financing ofore&sm (AML/CFT) purposes,
licensed or registered, and subject to effectivetesys for monitoring or supervision.
These initiatives by the international policy makarused mainly on investor protection,
market integrity, anti-money laundering, bank expes and financial stability
monitoring. Despite the number of concerns, the BS&ssed that cryptocurrency do not
pose material risks to global financial stability khis time; however, it may raise

possible policy issues beyond financial stability.

The Bank for International Settlements (BIS) issuedune 2018 its Annual Economic
Report, wherein some issues regarding cryptocuegeneere discussed. In chapter V.
Cryptocurrency: Looking Beyond the Hype of the saggbort, it can be noted that
cryptocurrency is said to promise not only a comeenpayment means, but also a novel
model of trust. This promise of trust towards tlgstem hinges on several assumptions,
i.e., that honest miners control the vast majasftgomputing power, that users verify the

history of all transactions, and that the supplytted currency is predetermined by a
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protocol. Although achievable, these assumptionsseraissues regarding the
cryptocurrency’s efficiency and a question of wieethrust can truly and always be
achieved. A major limitation in terms of efficienof cryptocurrency is the enormous
cost of generating decentralized trust. For exanthke verification process requires each
users and miners to download all transaction histeer made. This transaction history
are huge files and continues to increase its sizeevery transaction added and
substantially grow over time. To download updagesficient time, high internet speed
and right computer hardware, among others, are eteeflo maintain the size and
transaction time within a manageable level, cryptmency have to put limits on the
quantity of transaction. Consequently, controllthg quantity of transaction results to
another limitation of cryptocurrency, i.e., congess. With capacity capped,
confirmation of transactions may be delayed, angugs may take several hours; thus,

produces an interruption in the payment process.

Another issue raised in the report is the fragdanidation of trust in cryptocurrency.

Even though there is verification by all the pap@nts, unknown to them that there can
be a rival version of the ledger. Since only on¢heftwo updates can ultimately survive,
a transaction rollback may happen, and this shtasthe finality of payments made in

each ledger version are only probabilistic - yeilevithe probability that a payment is

final increases with the number of subsequent ledgmlates, it never reaches 100
percent. BIS Annual Report (2018).

IV. Coincheck Heist and Japan’s Supervisory Action

Coincheck is a Bitcoin wallet and a cryptocurremsghange platform based in Tokyo.
This wallet enables users to trade cryptocurreikey Bitcoin (BTC), and XEM, among
others. Like any other exchange, Coincheck enalsless to deposit fiat money or tokens
and/or trade them for other tokens or sell thenchiarges like this typically have easy
login features and are user friendly, thus makemthgractical to use for storing
cryptocurrency. However, the simplicity and praality of these platforms comes with

weak information security controls and makes ineuable for cyberattacks.

® XEM is the native currency of the NEM public bkebain. It is used to pay for transactions on thislic

blockchain in order to incentivize its network ofilic nodes that process and record transactions fo
businesses and users there. https://nem.io/xem/



On January 2018, Coincheck reported that it wakdth@nd had lost more than $500
million worth of XEM. The company did not detail Waheir system was breached but
said that it was not an inside job, but someone petktrated their user database and
hacked their hot wallets that stored the stolen Xfiahts. Hot wallets are online and are
convenient to use; however, the downside of ittssvulnerability to cyberattacks. To
offset this weakness, hot wallets should come wmtliti-signature authentication, but

Coincheck failed to implement the same.

According to reports, the accounts where the statkens ended up were already
identified; however, the owners of these accourgsséill unknown. The accounts were
labeled with tags to indicate that they were st@ed tracking tools were developed to
automatically reject transactions related the fandls. The company had admitted that it
failed to employ sufficient security measures torestthe stolen cryptocurrency and is
considering compensating clients if it fails to oeer the stolen tokens. Bloomberg
(2018).

The FSA took administrative action against Coinghadter the incident. Business
improvement order was issued against the latterdiratted it to investigate the root
cause of the hacking. The incident also prompted E& examine other exchange
companies for control weaknesses. All major playerdapan’s cryptocurrency industry
were forced to spend more resources in order tesigd and recheck their respective
security system. Stricter regulations were impleteérby the FSA in issuing licenses to
exchange companies. Preventive measures, e.gstregmin, submission of annual
reports, and identification of customers, were @&storced to prevent money laundering

or terrorist financing. (Nagata, 2019).

A business improvement order by the FSA againsh€wck is necessary to mitigate the
damages and prevent further losses. Like any intioetheft, an immediate investigation
about the root cause is needed, not just to iderdggponsible and accountable person, but
also to enable formulation of appropriate contrelasures and strategy to prevent similar
incidents from happening in the future. In additit;m business improvement, capital
restoration plan (CRP) and corporate governancarmef{CGR) can also be directed

against the company. The CRP can help the compaapi$al position and identify how
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and where the management will source the fundsetktrcontinue operating. The CGR
on the other hand can help the company improvejtiadity of the oversight function of
the management. Good governance can give effextréwision of existing policies and
enhancement of compliance with rules and regulatioRurther, if effectively
implemented, it can redirect the company’s futwoenf possible insolvency into a healthy

and stable exchange company.

V. Cryptocurrency in the Philippines

The Philippines is increasingly becoming a crypterfdly country. Policies to protect
investors and promote innovation have been issyedolth the private and the public
sectors. The country also has an active crypto aamitpn and a growing sophisticated
and knowledgeable users, traders and enthusiasttheF, there is a fairly sizable
population of expats that enables the exchangmaféial technologies and improvement
in the payment system. (Helms, 2019).

The BSP has issued regulations on Virtual CurréN¢) exchanges engaged in activities
that provide facility for the exchange of fiat amcy to VC or vice versa. The guideline
states that VCs are not legal tender since theynarebacked by a central bank nor a
particular commodity and are not guaranteed by @arjicular country. However, since
they are used as a conduit to provide certain fil@rservices, e.g., remittances and
payment transactions, entities that provide suchices using VCs needs to register with
the BSP and adopt adequate measures to mitigatenandge risks associated thereto.
The BSP Circular No. 944, s. 2(13tates that it is the policy of the BSP to provige
environment that encourages financial innovationlevat the same time ensure that the
Philippines shall not be used for money laundeonderrorist financing activities, and
that the financial system and financial consumeesaalequately protected. It recognizes
the potential of VCs to revolutionize delivery afidncial services, in view of their ability

to provide a faster more economical transfer otlfun

The Securities and Exchange Commission (SEC) masdson July 2019 its drafted

guideline about its rules on digital asset exchamgéting comments from exchanges,

& BSP. Circular No. 994 dated 06 February 2017
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broker-dealers, investment houses, investing puhble other interested parties. Rules
were set in the guideline on the registration apdration of Digital Asset Exchange
(DAE) - an organized marketplace or facility thaings buyers and sellers and executes
trades of securities. Also, the said rule sets-motiey laundering/counter financing of
terrorism (AML/CFT) safeguards by enjoining the D&AEo develop and maintain a

comprehensive AML/CFT framework.

Other than the guideline for virtual currency exufpes of the BSP and the draft rules on
digital asset exchange by the SEC, there is als®tbital Asset Token Offering (DATO)
framework to protect investors and promote inn@rativhich was adopted by the
Cagayan Economic Zone Authority (CEZA) - a governmewned and controlled
corporation operating in a special economic zoreeofding to CEZA, the objective is to
provide a clear set of rules and guidelines thdithwiost innovation while also ensuring
proper compliance by actors with the hope thatetlveil promote blockchain and crypto

adoption by institutional investors and the finahsystem.

Conclusion

The birth of the Bitcoin has paved way to the erapog of the blockchain technology.
Because of its features, the private sectors gurmng its use and potential application
to existing industries. Currently, aside from beusged as a medium of exchange or an
investment, cryptocurrency, more specifically th@ckchain technology, is being applied

to smart contracts, video games and supply chaiong others.

The innovation of the industries in the privatetsetas been rapid in the past decades.
Although its growth has brought several advantagdss also produced several issues,
e.g., the technology behind cryptocurrency hasvatexd information technology but also
raise regulatory concerns. To mitigate the risks potect the general public, the public
sector needs to innovate too and catch up withattheancements in private sector.
Different nations and international institutionsveaworked on several initiatives to
manage the risks and laid down guidelines to entidepublic to safely engage into
crypto transaction. These initiatives provided gating controls against potential harm

and promoted the likely benefits of cryptocurrency.



Despite having preventive controls, some adversatsvare inevitable. The Coincheck
heist that happened in Japan in early 2018 is igalytheft by way of hacking, which is
an inherent risk in any digital and online platforimis kind of problem is not caused by
a failure of the blockchain and can simply be asdskd by strengthening internal
controls, especially the information security, gagcess controls and computer operation.
The business improvement order deployed by the &§@Anst Coincheck as a response to
the heist was proper since the latter has commiteggligence in not having sufficient
system controls to protect their digital walletsitWregards to the lost XEM funds,
Coincheck has said that they will compensate tinegstors, however there were doubts
whether they have sufficient capital to do sohiis tase, the FSA can direct the company
to have a capital build-up plan showing the actitnbe undertaken by the management
on how they can address the capital problem to emsgtte the lost funds and continue its

operation.

In the case of cryptocurrency in the Philippinesthbthe public and the private sector
have issued policy initiatives to protect investarsl promote the growth of the crypto
industry in the country. Government agencies hassudd guidelines to register
cryptocurrency exchanges and directed them totlgtrabserve AML/CTF policy. The
BSP had set high-level supervisory expectations bamks that are engaging in
cryptocurrency activities. Banks were warned altbetrisks and were directed to engage
business only with crypto exchanges that are regidtand licensed to operate by the
BSP. Domestic investors have also organized themselnd collaborated with
international investors in Asia to exchange tecbgglin order to develop and provide
clear set of rules and guidelines to boost the torypdustry while ensuring proper
regulatory compliance within the region. Althoughlot of preparation and research are
still needed, the progress from the private sesttoms that the Philippine regulators need

to be ready to embrace the crypto-industry andtbekchain technology.

The BSP, in pursue of its policy of providing arvieonment that encourage financial
innovation while adhering to AML/CFT framework, hasluty to ensure that the country
have a strong prudential supervision and regulaf@gynework on cryptocurrency. In
order to do these, there must be a clear legaldwark that would give the BSP with

sufficient jurisdiction over all financial activés, including cryptocurrency, and all
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entities engaging therein. With a legal basis,BB® can effectively execute its mandate
and can conduct an examination that would allot igather a timely and reliable data.
With examination, coupled a with regular monitotitige BSP can (i) determine if there
are proper compliance with regulatory requirementl@ding appropriate and fairness of
disclosure of relevant information), (i) analyZeetcondition of the crypto exchange
industry and (iii) draft policies, or revised exigf ones, to further improve its investor

and general public’s protection.

Learning from the Coincheck heist, the BSP canctlie&changes to redesign and recheck
their respective security system against any cytaels. Information security policy
applied to the banking system can be applied t@itiygtocurrency exchanges. Since the
banking system’s information security features besn tested through time, there can be
a reasonable confidence in its ability to deferel élxchanges against cyberattacks. The
risk of cyberattack cannot be eliminated as itrisirtherent risk associated to digital or
online platforms; however, it can be mitigated byipdoying appropriate information
security controls. A regular audit by a Certifieddrmation Security Auditor (CISA) may
be required from the exchanges to give a reasosasigrance that they have sufficient IT

control against cyberattacks.

Liguidity and capital requirements can also be m&d for additional regulatory safety
measure. It is fundamental for financial institnsoto maintain a level of liquidity in
order to effectively function. Cryptocurrency exogas can be enjoined to maintain
enough fiat money so that it can serve investoysirae the latter decides to withdraw its
investment. The level of liquidity to be maintaineyglthe exchanges can be the subject of
a future studies of the BSP. With regard to cap#auirement, to avoid similar capital
dilemma experienced by Coincheck, the BSP can lay®licy on capital adequacy
requirement similar to that followed by banks atitkeo financial institutions (provided it
must cover at least the amount in the hot-walledjuln this way, exchanges will have
buffer to protect its stakeholders against probéddees from undesirable incidents like

theft or hacking.

In addition to strong prudential supervision angutatory framework, the BSP can also
study the potential application of the blockchahnology to the financial system. A

dedicated group can be created to conduct researchpplication of the blockchain
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technology to the operation of SMEs and the prabalde of cryptocurrency for its
capital build up, which would give them more option their funding needs. Further, the
BSP can coordinate with economic zones, e.g., CE@Aencourage financial activities
and innovation in the regional areas. These zomesbe used as a testing ground for
financial activities, including cryptocurrenciebat may be high risk if implemented in a
national level. The sharing of technology and eigrexe can be helpful to both the BSP
and these economic zones in order to develop apdoira cryptocurrency policies and

guidelines in the country.

Many crypto enthusiasts may be against governnaegpuiating cryptocurrency. However,
they need to understand that the purpose of regglat is not to limit its potentials,
instead, to protect the industry by restrictinggitl transaction, and to establish a safe
environment to do business. With a safe, fair aelkhllle market condition, more
investors, both from domestic and internationall @ encouraged to engage in business
in the Philippines’ crypto industry; thus, conseafiie making it flourish and eventually

contribute to the economic grow of the country.
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